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Our Spring Term Parents

Evening will take place on

Tuesday 6th February 3.45pm-
6.15pm

Thursday 8th February 4.00pm-
6.30pm

All appointment are face to
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face in school and there will be

We k hild | an opportunity for parents and
€ know our chiidren five in carers to see learning in

a technological age and classrooms.

have access to a number of More details to follow

social media platforms to

connect with friends and

ol REMINDERS
As part of our ongoing work b THIS WEEK

around keeping children
Year 6 Parental Workshops

Come and join us for Science!

Wednesday 24th January 6BR

safe on|ine, attached are the
National Online Safety

guided 'What Parents & \ Thursday 25th January 6JN
Carers need to know about Friday 26th January 6KS
WhatsApp and TIKTOK for
your information. One parent only and no

siblings please!
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Tikfok is a-free social medfaéplatform that lets users create, s,;h'gre and Watch short videos ranging
anywhere from 15 secondsito 10 minutes in duration. The app g"uined notoriety for its @ral dances,
ithends and celebrity cameos] and can be a creative, fun platformifor teens to enjoy. Noyfivailable i
10 g uagesmiting thafya billion active usessaworldwide (as of spring 2022) onwn%g;zpppulg
; report found Tikw@gﬁg_};ﬁéimmtfused social
people aged12to 17.
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Advice for Parents & Ca

Family Pairing allows parents to link their 6
TikTok unt with their childs-and control i s
their se s rtemotely. Parents ean then, for i i owever, parents
example, turn on Restricted Mode (reducing the their child’
hances'efa child seeing i nte e~ T
creen time limits; and ma

send messages (and to wh
these settings without pare!

‘re \:ncerned that your
ime on TikTok, or th.
ensure they understand notto s g
n - and that they realise, ex t
tent. Thinking criticall
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Meet Qur Expert

Carly Page is an experienced technology journalist with a
track record of more than 10 years in the industry. Previously
the editor of tech tabloid The Inquirer, Carly is now a
freelance technology journalist, editor and consultant.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 02.03.2023




At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesatety.com for further guides, hints and tips for adults.
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EVOLVING SCAMS

WhatsApp's popularity makes it a
lucrative hunting ground for
scammers. Recent examples
include posing as the target’s child,
requesting a money transfer
because of a spurious ‘emergency’.
p Plus ascam where fraudsters
trigger a verification message by
attempting to log in to your account,

then (posing as WhatsApp) call or
text to ask you to repeat the code
\.

back to them, giving them access.
conmactiRom (@)
STRANGERS

. Tostart a chat, someone only needs
~ the mobile number of the WhatsApp
user that they want to message. |
' your child has ever given their

1 [~

number out to someone they don’t
know, that person could then
contact them via WhatsApp. It's also
possible that your child might be
added to a group chat (by one of
their friends, for example) containing
other people that they don’t know.
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FAKE NEWS

WhatsApp’s connectivity and
ease of use allows news to be shared

~ rapidly - whether it’s true or not. To
combat the spread of
misinformation, messages
forwarded more than five times on
the app now display a “Forwarded
many times” label and a double

< arrow icon. This makes users aware

© that the message they've just
received is far from an original ... and
might not be entirely factual, either.

Encourage your child to treat unexpected messages with caution:
get them to consider, for example, whether the message sounds like
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" ‘VIEW ONCE’
CONTENT

The facility to send images or ’

messages that can only be viewed
once has led to some WhatsApp
users sharing inappropriate images
or abusive texts, knowing that the
recipient can’t re-open them later to
use as evidence of misconduct.
People used to be able to screenshot
this ‘disappearing’ content — but a
recently added WhatsApp feature
now blocks this, citing increased
privacy.

CHAT LOCK

Another new option allows
users to store certain messages or
chats in a separate ‘locked chats’
folder, saved behind a passcode,
fingerprint or face ID authentication.
The risk here is that this function
creates the potential for young
people to hide conversions and
content that they suspect their
parents wouldn’t aprrovo of (such
as age-inappropriate material).
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VISIBLE LOCATION

WhatsApp's ‘live location’
feature lets users share their 3
current whereabouts, which can be
helpful for friends meeting up or
parents checking that their child’s Vi
E safely on the way home, for

. Wi

example. However, anyone in your
child’s contacts list or in a mutual

roup chat can also track their
ocation - potentially Ietting
strangers identify a child’s home
address or journeys that they make
regularly.
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Help your child to understand why it's important to stop and think before
posting or forwarding something on WhatsApp. It's easy — and all too

something a friend or relative would really send them. Make sure they Q: common - for content to then be shared more widely (even publicly on

know never to share personal details over WhatsApp, and to be wary
of clicking on any links in messages. Settin
adds a further layer of protection to their WhatsApp account.
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It’s wise to change your child’s WhatsApp settings (go to ‘Privacy’,
then ‘Groups’) to specify which of their contacts can add them to
gu"oug chats without needing approval: you can give permission to
‘My Contacts’ or ‘My Contacts Except ..". Additionally, if your child

social media). Encourage your child to consider how an ill-judged message

up two-step verification might damage their reputation or upset a friend who sent something to
\ them in confidence.
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CHAT ABOUT PRIVACY

Some parents like to check in with their child about how

they're using WhatsApp, explaining that it will help to keep them
safe. If you spot a ‘Locked Chats’ folder, you might want to talk about the
sort of chats that are in there, who they’re with and why your child wants to

needs to use ‘live location’, emphasise that they should enable this keefdtgem hiddhen. Also, if ycf>ur child h'c:s sfent any ‘view once’ content, you
iscuss their reasons for using this feature.

function for only as long as they need - and then turn it off. ' cou
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Source: https:f/blogwhatsapp.com/an-open-letter | httpsif/faqwhatsapp.com/1077018839582332 | https:/{fagwhatsapp.com/361005886189245,
hltps:;]www‘whatsupp.comfsecurlty | https://blogwhatsapp.com/chat-lock-making=your-most-intimate-conversation saevenamore-private
https:/fwww.aura.comflearn/whatsapp-scams t y ﬁ g Tl = I
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 20.09.2023



